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Introduction
On October 28, 2016, regulations issued by the Copyright Office exempted a wide swath of
cybersecurity research from the anti-circumvention provisions of the Digital Millennium Copyright Act (DMCA).1 These regulatory exemptions were motivated by assertions that the DMCA
anti-circumvention prohibitions hinder cybersecurity research and practice. This article investigates the accuracy of these claims by examining the single developed market economy2 that does
not prohibit (and is not obligated under treaty to prohibit) the use of anti-circumvention technology. More generally, this article examines the ability of firms to engage in international regulatory arbitrage – to exploit regulatory disparities across jurisdiction.3 The analysis demonstrates that
opportunities to engage in regulatory arbitrage cannot be analyzed without attention to the identity and structure of industry players.
Broadly speaking, anti-circumvention prohibitions assist copyright holders in controlling
their works. Copyright holders often use technology to prevent unauthorized use or distribution.
Such technology may include, for example, measures that prevent the illicit distribution of music
or e-books, software that prevents the use of mobile phones on competing networks,4 or mechanisms that prevent unauthorized tampering with software in automotive vehicles.5 Statutory anticircumvention prohibitions (such as those in the DMCA) impose civil or criminal liability for
bypassing such technological measures.
Over the last twenty years, international treaties have required most of the developed world
to ban technology that circumvents technological protection measures. Israel is unique among
the developed market economies in that it has not, and vociferously does not intend to, promulgate any anti-circumvention prohibitions. In superficial confirmation of the cybersecurity criticisms of anti-circumvention law, Israel boasts a booming industry in security technology, far out
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of proportion to its relatively small population. Nevertheless, as shown below, there is scant evidence to connect Israel’s success in cybersecurity to its lack of anti-circumvention prohibitions.
This article complements existing literature by providing insight into the actual effects of
non-circumvention prohibitions, and the current wisdom of creating a regulatory exception for
security research. In a broader sense, however, the paper adds to a “surprisingly thin”6 literature
on international regulatory arbitrage. Existing research into regulatory arbitrage has mostly concentrated on how jurisdictions compete for business activity through regulatory innovation, with
little attention paid to how actors and institutions actually take advantage of those differences or
how arbitrage opportunities are mediated by technological, commercial and national institutions.7
This paper shows the importance of analyzing the character and organization of firms and institutions in determining the scope of actual arbitrage opportunities.
I. Anti-Circumvention and Security Research
Anti-circumvention restrictions have been imposed by many countries, and are cemented in
international treaties. Article 11 of the WIPO Copyright Treaty (WCT), for example, provides
that countries will protect “against the circumvention of effective technological measures . . . that
restrict acts, in respect of their works, which are not authorized by the authors.”8
In 1998, Congress passed the DMCA, bringing the United States into compliance with the
WCT. The DMCA prohibits circumvention of any “technological measure that effectively controls access” to a copyrighted work.9 In addition, the DMCA prohibits trafficking in technology
that is designed or marketed for the purpose of circumventing protection measures that control
access to or copying of copyrighted works.10 The European Union implemented the anticircumvention provisions of the WCT treaty in EU Directive 2001/29/EC. The Directive requires
member states to provide “adequate legal protection against the circumvention of any effective
technological measures” as well as against the trafficking of circumvention technologies.11
A number of commentators have expressed strong concern that anti-circumvention prohibitions discourage research into security vulnerabilities.12 In the course of investigating any specif6
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ic technology for vulnerabilities, security researchers are likely to probe and possibly disable any
technical measures protecting such technology. Moreover, the subsequent dissemination and
publication of such security research – which can include directions on how to circumvent the
protection measure – could lead to charges of illegal “trafficking” in circumvention technology.
Indeed, individuals conducting research into security vulnerabilities have been threatened with
civil and criminal action under the anti-circumvention provisions of the DMCA.13
The DMCA does contain statutory exceptions permitting “encryption research”14 and “security testing”15 activities. These statutory exceptions, however, are limited by an array of conditions that narrow their practical significance.16 Exemptions for security and encryption research
in the EU Directive are also limited. Recital 48 of the Directive does declare that the anticircumvention prohibition “should not hinder cryptography research,” but this declaration was
not translated into an operational provision of the Directive. Only a limited number of EU countries have in fact implemented any exceptions for encryption research or security activities in
their national laws.17
The DMCA authorizes the Librarian of Congress to grant limited exemptions to the DMCA
anti-circumvention prohibitions.18 Given the narrow applicability of the statutory exceptions, interested parties have over the years applied to the Librarian to obtain broader exceptions for security research activities. After overcoming its initial skepticism, the Librarian granted a number
of relatively narrow exceptions for security testing.19 In the recent 2015 rulemaking, however,
the Librarian granted the broadest exception to date for “good faith security research.”20 This last
exception was granted pursuant to findings that the existing statutory exceptions were “inadequate to accommodate” security research activities “due to various limitations and conditions”,
and that the anti-circumvention prohibitions of the DMCA had hindered “legitimate security re-
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18 BERK. TECH. L.J. 501 (2003).
13
Bamberger & Day, supra note 12, at 1080; Granick, supra note 12, at 10, 19. The Librarian of Congress expressed
similar concerns when promulgating the 2015 Exemptions. See infra text accompanying note 21.
14
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technology. Exemption to Prohibition on Circumvention of Copyright Protection Systems for Access Control Technologies, 75 Fed. Reg. 43,825, 43,839 (July 27, 2010).
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search.”21 Even this relatively broad exemption, however, were circumscribed by a number of
limitations and restrictions.22
II. A Regulatory Arbitrage Opportunity
Alone among the OECD countries, Israel has neither implemented any anti-circumvention
prohibitions in its domestic law nor is it under any international treaty obligation to implement
such prohibitions.23 Indeed, the legality of circumventing technological protection measures in
Israel is unusually clear.24 In 2007 Israel adopted a new copyright law, which deliberately omitted any provisions concerning anti-circumvention technology. As described in more detail below, The Supreme Court of Israel subsequently confirmed that Israeli copyright law cannot be
interpreted to infer a prohibition on anti-circumvention technology. Moreover, also as described
below, Israel has defended its lack of legal anti-circumvention prohibitions on the international
stage.
In 2013, the Supreme Court of Israel confirmed in Telran Communications (1986), Ltd. v.
Charlton, Ltd. that Israeli copyright law, in the absence of any express provisions prohibiting the
circumvention of technological measures, could not be interpreted to imply such a prohibition.25
The Telran defendants sold (unauthorized) cards that allowed for the decryption of foreign satellite communications. The plaintiff asserted that Telran’s sale of the cards interfered with plaintiff’s exclusive rights to broadcast the 2006 World Cup within Israel. The case raised a number
of questions, including as to whether the circumvention of broadcast encryption was prohibited
by Israeli law. The Court noted that the Knesset was aware of the WCT treaty, and yet did not
include prohibitions on circumvention technology in domestic Israeli law. As such, the Court
ruled that existing statutory provisions could not be interpreted to prohibit circumvention technologies.
Moreover, the government of Israel has publicly defended its failure to implement prohibitions against circumvention measures. Until 2014, Israel was included in the annual Special 301
21
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Iceland and Norway, as members of the European Economic Area, have implemented prohibitions on anticircumvention technology in their domestic law. See Copyright Act, Article 50a–50d (Act No. 73/1972)(Ice.); Copyright Act, Sections 50a–50e (Act No. 2/1962)(Nor.). New Zealand has also implemented anti-circumvention provisions in its domestic law. See Copyright Act, Sections 226A–226E (Act No. 143/1994)(N.Z.). Chile has to date not
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Free Trade Agreement, art. 17(5), June 6, 2003, 19 C.F.R. §§ 10.401–10.490; World Intellectual Property Organization Copyright Treaty art. 11, Dec. 20, 1996, 17 U.S.C. §§ 1201–1205.
24
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differences between jurisdictions. See Radaelli, supra note 7, at 7.
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Report of the United States Trade Representative (USTR).26 In each report, the USTR encouraged Israel to implement the WCT treaty (and, by extension, prohibitions on the circumvention
of technological measures). Nevertheless, in a 2009 submission to the USTR, the Israeli government boldly refused to implement anti-circumvention prohibitions, noting that several large Israeli “authors’ groups” were “vehemently opposed” to such bans.27
The case of Israel provides an excellent test case for analyzing claims that legal anticircumvention restrictions impede security research. If such assertions are correct then, all things
being equal, jurisdictions that lack such circumvention prohibitions should see a boost to their
cybersecurity research and development efforts.28 Academics in such jurisdictions would be able
to conduct research that would be legally problematic elsewhere. Multinationals would be able to
shift cybersecurity research to such countries, evading the legal problems that would dog those
efforts in other jurisdictions. Local technologists would gain unique experience in circumvention
technologies, and startups benefiting from the unique ecosystem would be able to develop inimitable products and services.
Indeed, Israel boasts a booming cybersecurity industry. Israel, with a population of just more
than 8 million, exports more cybersecurity-related products and services than all other countries
in the world combined, excluding the United States.29 Reports show the tiny country making 5%
of all global sales in cyber security products and attracting 20% of global investment in the sector.30 Israel should be exceedingly well positioned to take advantage of any arbitrage opportunity
presented by its lack of anti-circumvention prohibitions.
Even so, there is scant evidence to connect Israel’s cybersecurity prowess to its lack of legal
prohibitions on circumvention technology. Instead, Israel’s unusual expertise in cybersecurity is
variously attributed to government support of the industry, the country’s precarious geopolitical
security position, public investments in education, or connections between the Israeli military
and civilian technology firms.31 Scholarly accounts of Israel’s cybersecurity policies do not ad26
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dress Israel’s lack of anti-circumvention prohibitions.32 Multinationals with Israeli branches do
not point to the lack of anti-circumvention prohibitions as a reason for establishing those offices.33 In sum, an objective outside observer of Israel’s cybersecurity industry would be justified
in concluding that the country’s lack of anti-circumvention prohibitions is irrelevant to the success of its cybersecurity industry.
Exemptions to anti-circumvention prohibitions are not costless. Allowing circumvention activities can, aside from increasing the risk of intellectual property infringement, raise serious security34 and safety concerns.35 The case of Israel may show that the benefit to security research
from permitting circumvention activities is minimal. As such, the new DMCA regulatory exemptions for security research may not be justified, in that they impose substantial risks for little
profit.
III. Structural Barriers to Arbitrage
At first glance, the seemingly underwhelming effects of Israel’s regulatory regime suggest
that non-circumvention controls have little impact on the cybersecurity industry. This section,
however, considers a number of structural barriers that may prevent actors and institutions from
exploiting the opportunity presented by Israel’s lack of anti-circumvention controls. In other
words, the failure of industry and academic players to arbitrage Israel’s lack of anticircumvention prohibitions may not mean that such prohibitions do not impact security research.
Rather, the ability of actors to take advantage of international regulatory differences must be
evaluated in light of constraints and incentives in the industry.
First, the internal organization of commercial cybersecurity firms may prevent those companies from engaging in cross-border legal arbitrage. Cybersecurity firms often boast international
teams, providing such companies with the capability of providing around-the-clock services for
malware analysis and software support.36 Such global firms are often structured to allow crossborder cooperation among international teams and, as such, they may resist arbitrage opportunities that require them to cage specific activities within a single jurisdiction. Smaller, local firms
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See, e.g., Einat Paz-Frankel, Why the World’s Largest Tech Companies All Want a Piece of the Israeli Pie,
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may also refrain from pursuing activities upon which the global economy looks askance, especially if the local firm is hoping to be acquired by an international cybersecurity concern.
From this perspective, the very uniqueness of Israel’s legal position may prevent firms from
effectively pursuing the arbitrage opportunity. A global firm that wishes to exploit Israel’s exceptional lack of anti-circumvention prohibitions must be careful to confine any potentially illegal circumvention activities to Israel. Employees and contractors located outside Israel must,
regardless of how the firm ordinarily structures its international cooperation, shy away from
those activities. The firm’s legal counsel may have difficulty drawing a precise line between
permitted international interaction and proscribed assistance to the “rogue” Israeli researchers. In
other words, a firm may determine that the cost of realizing the arbitrage possibility (and disregarding clear, firm-wide standards) exceeds the benefit to be had from the arbitrage itself.37
Second, the distinctive structure of anti-circumvention provisions may work to thwart the
possibility of legal arbitrage. Many jurisdictions prohibit not only the act of circumvention, but
also the act of trafficking in circumvention technologies.38 These trafficking prohibitions may
not legally reach extraterritorial conduct, but in practice they hinder cybersecurity research
worldwide. First, researchers may be concerned that scholarship disseminated in other jurisdictions could violate those countries’ bans on trafficking in circumvention technologies, even
though the research was originally published in jurisdictions where those activities were legal.39
Second, trafficking prohibitions could limit the enthusiasm of multinationals to take advantage of
the arbitrage opportunity, since any cross-border sharing of legally developed circumvention
technology could violate the trafficking ban. In other words, the trafficking prohibition makes it
more difficult to cage anti-circumvention activities in Israel, thus further limiting the ability of
firms to engage in regulatory arbitrage.
A third possibility would view Israel’s legal arrangements as less unique than presented by a
first reading of the statutory anti-circumvention prohibitions. Commentators have noted that
much Israeli cybersecurity research and development occurs in the context of Israel’s military
and national security organizations. These organizations also serve as training grounds for future
technologists and entrepreneurs, many of whom join the commercial sector or establish startup
companies when they conclude their military service.
Like Israel, many countries can conduct research into circumvention technologies through
their military or other security organizations. Laws against circumvention technology often exempt law enforcement, militaries and security agencies from that prohibition. For example, the
DMCA expressly exempts “lawfully authorized investigative, protective, information security, or
intelligence activity” from its anti-circumvention prohibitions.40 This exemption also extends to
37
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40
17 U.S.C. 1201(e) (2016).

24

contractors working on behalf of the government.41 Similarly, the EU Copyright Directive provides that the anti-circumvention prohibition shall be applied “without prejudice to … public security.”42 As such, Israel’s military institutions and actors do not benefit from a unique legal
space for circumvention technologies. Rather, experience in circumvention technologies can be
had in security agencies worldwide.
IV. Conclusion
Israel’s resistance to controls on circumvention technology contrasts starkly with the legal
picture in other developed countries, presenting a clear opportunity for international regulatory
arbitrage. Industry players, however, seem to have declined the chance to exploit Israel’s distinctive legal position, and this article has suggested a number of explanations for their reluctance.
The common denominator of these suggestions is that the possibility of regulatory arbitrage cannot be analyzed independently of the character and organization of the institutions that engage in
the regulated activity. Commercial entities, and especially multinationals, may not be structured
in a manner that facilitates recognition and exploitation of differences across jurisdictions. On
the other hand, governments and militaries may not require the possibility of regulatory arbitrage
in order to engage in the controlled activity. At base, the analysis of international regulatory arbitrage and competition demands not only the identification of appropriate legal differences, but
also an analysis of the structures and incentives that facilitate or prevent the exploitation of those
differences.
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